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Abstract of the contribution: This paper proposes a key issue on remote provisioning of IoT UEs.
1
Discussion

With respect to subscription management for IoT devices, TS 22.261 states the following:

"With the Internet of Things, it is expected that the diversity of IoT devices (e.g., sensors, UAVs, smart flower pots) and the usage models will largely vary. Moreover when the IoT device is manufactured, the deployment location and specific usage may not be known. Sometimes the IoT devices will be added to existing subscriptions, other times they may be part of a new subscription for the user."

Consider the example of a tracking device, which may be used by a parcel delivery company, a taxi company and a family owning multiple vehicles. The locations (countries) of each of those as well as their usage models will vary, making it impossible for the tracking device manufacturer to select MNO credentials that match all of those use cases at the time of manufacturing.

Another factor worth considering is the duration between manufacturing time and first time use of an IoT device. Consider the example of a sensor, which may have been produced in large quantities but is only being sold and eventually activated over the course of multiple years. During such a long timespan until activation of the sensor, MNOs available to serve the sensor may change (additional MNOs may emerge, existing MNOs may merge while other MNOs may even cease operations). This underlines the need for IoT device manufacturers to remain flexible when choosing MNOs to serve IoT devices, i.e. emphasizes that it may not be possible at the time of manufacturing, to pre-provision an IoT device with any operator credentials.

The need for dynamically establishing credentials and subscriptions for UEs which may not have been pre-provisioned is also explicitly addressed in TS 22.261:
IoT introduces new UEs with different life cycles, including IoT devices with no user interface (e.g., embedded sensors), long life spans during which an IoT device may change ownership several times (e.g., consumer goods), and which may not be pre-provisioned (e.g., consumer goods). These drive a need for secure mechanisms to dynamically establish or refresh credentials and subscriptions.
Conclusion 1: It may not be possible, at the time of manufacturing and/or shipping the device, to pre-provision an IoT device with any operator credentials.

Given that it may not be possible to pre-provision IoT devices with any operator credentials at the time of manufacturing, the 3GPP system needs to support initial access for such devices. This has led to the following requirements in TS 22.261:

The 5G system shall be able to provide mechanisms to change the association between a subscription and address/number of an IoT device (e.g., changing the owner and subscription information associated with the IoT device) within the same operator and in between different operators in an automated or manual way.

Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). This on-demand mechanism should enable means for a user to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.

The 5G system shall allow the operator to identify a UE as an IoT device based on UE characteristics (e.g., identified by an equipment identifier or a range of equipment identifiers) or subscription or the combination of both.
From system perspective this implies the need to support:
-
Restricted connectivity for remote provisioning of IoT devices

-
Ability to support both authenticated (using either 3GPP subscription credentials or using other, non-3GPP subscription credentials) as well as unauthenticated UEs.  (Unauthenticated and authenticated using other, non-3GPP credentials addresses the case where pre-provisioning the IoT device with any 3GPP operator credentials during manufacturing is not desirable or practical (see above)).
-
Ability to prevent access from unauthenticated UEs and/or UEs using other, non-3GPP subscription credentials for remote provisioning to networks not supporting these modes of operation

It is worth pointing out that network access for unauthenticated UEs is not unprecedented. Networks typically support emergency calls in limited service state, i.e. without the UE being authenticated. It is worth pointing out that it is also considered for EPC in the study for "Provision of Access to Restricted Local Operator Services by Unauthenticated UEs". Furthermore, whether a given network supports this mode of operation is up to operator policy. UEs can learn whether a given network supports this mode of operation based on a broadcast AS indicator (in a SIB). This prevents UEs from attempting to access a non-supporting network causing overload.
The model of network access for unauthenticated UEs can be considered an enabler. What remains to be discussed are the usage scenarios for which it should be allowed and activated (remote provisioning of IoT UEs in this case), which should be up to operator policy and in general out of scope of 3GPP.
2
Proposal

It is proposed to approve the changes to TS 23.724 listed below.
*** Start of changes ***
5.X
Key Issue X: Restricted connectivity for remote provisioning of IoT UEs

5.X.1
Description

This key issue aims at studying solutions to provide restricted connectivity for remote provisioning of IoT UEs.

Two models need to be supported:

-
Model A: IoT UEs pre-provisioned with 3GPP operator credentials 

NOTE 1:
Model A includes cases where the UE is provisioned with operator credentials for one operator but needs to be provisioned with credentials for another operator.
 -
Model B: IoT UEs not provisioned with any 3GPP operator credentials and optionally provisioned with other, non-3GPP credentials for remote provisioning
NOTE 2:
Model B addresses scenarios where pre-provisioning of IoT UEs with operator credentials is not considered practical or desirable e.g. due to the fact that what MNO the device owner will associate with is not known when the device is manufactured or due to long durations between manufacture and first time use of the IoT UE.
This key issue neither addresses eUICC internal handling of subscription profile(s), nor the information exchange between the eUICC and the subscription management platform on the network side. 
5.X.2
Architectural requirements

Solutions for this key issue shall address the following architectural requirements: 

-
5GS shall support restricted connectivity for remote provisioning for both authenticated UEs (using 3GPP operator credentials, or using other, non-3GPP credentials) as well as unauthenticated UEs.

-
Roaming shall be supported.
5.X.3
Architectural baseline

The following architectural baseline assumptions should be considered: 

-
The UE is optionally pre-provisioned with a set of credentials for restricted connectivity for remote provisioning. Supported credential types are 3GPP operator credentials and other, non-3GPP credentials.
-
User Plane IP-based connectivity is assumed to be used to provision the IoT UE with 3GPP operator credentials.
5.X.4
Open issues

The following open issues are identified:

-
How to enable unauthenticated UEs to access 5GS for remote provisioning based on serving network policy

-
How to prevent unauthenticated UEs from accessing networks not supporting unauthenticated access for remote provisioning

-
How to prevent access to other services for UEs accessing 5GS for remote provisioning 
*** End of changes ***
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